Sicherer E-Mail-Dienste-Anbieter

basierend auf

Domain Name System Security Extension (DNSSec)

&
DNS-based Authentication of Named Entities (DANE)




Aufgabenstellung /\
* Gesicherte DNS-Abfragen (DNSSec)
Sicherheitskonzept (TKG, IS027001)

* Vertrauenswurdige Zertifikate

* Sichere Kryptographie
* Obligatorische Verschlisselung (DANE/TLSA)

 Vertrauenswiirdige
Zertifikate (BSI TR-03145)
Sichere Kryptographie
(BSI TR-03116-4)
(DNSSEC)

Gesicherte DNS-Abfragen
__selung (DANE/TLSA)

Obligatorische Verschliis-

Datenschutzanforderungen (BDSG)
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E-Mail: DNS-Cache-Poisoning und Umleitungsa
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E-Mail: Downgrade Angriffe, MITM
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DNS-based Authentication of Named Entities (DANE)

* Baut auf DNSSec auf und nutzt TLSA Records (Transport Layer Security RR)
* Pinning von Zertifikaten oder Public-Keys (mittels TLSA-Records)

* DNSSec bietet zwei Varianten von Authenticated Denial of Existence

e Unterbindet Man-in-the-Middle und Klartext-Downgrade

DNS-Server

SMTP-Sender 2 Anfrage fiir MX zu IT-Sec.ovh
>
3 DNS-Antwort

IN SOA ..

IN NS nsl.it-sec.ovh.

IN MX mail.it-sec.ovh.
_25. tcp.mail.it-sec.ovh. 1IN TLSA 3 @ 1 76AD75E4F3..

SMTP-Empfanger
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DNS & DNSSec
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DNSSec — DNS Security Extension

* Integritatsschutz

* Asymmetrische Kryptographie

* RSA Signaturen
 SHA2 Hashes

* Neue Resource-Record-Typen

RRSIG Signature Resource Record
enthalt die kryptographische Signatur zu einem Record
DNSKEY DNS Key Resource Record
enthalt den Public Key, wird von Resolver zur Signatur-Verifikation genutzt
DS Delegation Signer Resource Record (in der dartber liegenden Parent-Zone)
enthalt den Hash eines DNSKEY (typischerweise des Key Signing Keys)
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DNSSec — Zusammenwirken der Eintrage

Zonendatei: .ovh
‘ ovh. DNSKEY <KSK>
signiert Ovh. DNSKEY <ZSK>
—p ovh. RRSIG ..Signatur...

Key Signing Key
{KSK: private-Key}

TLD: .ovh it-sec.ovh. NS nsl.it-sec.ovh
Domain Zone Signing Key | signiert it-sec.ovh. NS ns2.it-sec.ovh
Owner {ZSK: private-Key} P jt-sec.ovh. RRSIG ...Signatur...

it-sec.ovh. DS <HASH KSK>

signiert
» it-sec.ovh. RRSIG ...Signatur...

Zonendatei: IT-Sec.ovh
‘ it-sec.ovh. DNSKEY <KSK>
. . signiert it-sec.ovh. DNSKEY <ZSK>
Key Signing Key —pp jt-sec.ovh. RRSIG ..Signatur...

{KSK: private-Key}

RRSIG Signature Resource Record
enthalt kryptographische
Signatur zu einem Record

DNSKEY DNS Key Resource Record

enthalt Public Key, Resolver nutzt
diesen zur Signatur-Verifikation

DS Delegation Signer Resource Record
enthalt den Hash eines DNSKEY
der die Sub-Domain signiert

verweist auf

Domain Zone Signing Key | signiert | WWW. it-sec.ovh. A 104.46.42.66
Owner {ZSK: private-Key} = WWW. it-sec.ovh.  RRSIG ...Signatur...
it-sec.ovh
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Beispiel: mail.it-sec.ovh
Analyse mit dnsviz.net

 URL: http://dnsviz.net/d/mail.it-sec.ovh/dnssec/

* Hash-Funktion: SHA256
* Key-Signing-Keys: RSA 2048
* Zone-Signing-Keys: RSA 1024
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http://dnsviz.net/d/mail.it-sec.ovh/dnssec/

Beispiel: DNSSec Query

dig @localhost www.isc.org. A +dnssec +multiline

;3 <<>> DiG 9.9.5-9+deb8u3-Debian <<>> @localhost www.isc.org. A +dnssec +multiline
5 (2 servers found)

53 global options: +cmd

33 Got answer:

53 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52840

53 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

53 OPT PSEUDOSECTION:

5 EDNS: version: @, flags: do; udp: 4096
;3 QUESTION SECTION:

sWww.lsc.org. IN A

53 ANSWER SECTION:

wWww.lilsc.org. 60 IN A 149.20.64.69

www.isc.org. 60 IN RRSIG A 5 3 60 (
20151107032012 20151008032012 6003 isc.org.
CV1fW5gDT9owDi+kdUZrYChhtK28aRxAdYeAWZ50btbI
HOdH4HQL1++JD3N4wizi7vpSvyGTLDmrPaN8K7KmTF7B2
IG1/FGgeemGkgk1lNzeT3V100R1Uq9GVvIHX4380m52D+0
11WXK6FLHX0ZVdTUrQ2L1YebMaI41lzp3RfEgD+s= )
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DNS — Unterdrickung von Records (z.B. TLSA, ...)

* DNS Request ohne Antwort -> NXDOMAIN

* Was wenn jemand absichtlich Antwort unterdriickt? —> DNSSec deckt das auf!

dig @localhost test.it-sec.ovh. A +dnssec +multiline

33 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 10100
;3 flags: gr aa rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: 6, ADDITIONAL: 1

srv2.it-sec.ovh. 1200 IN NSEC www.it-sec.ovh. A RRSIG NSEC
srv2.1it-sec.ovh. 1200 IN RRSIG NSEC 8 3 1200 (
20151106174146 20151007164146 60261 it-sec.ovh.
gkj1G5Kb4m3VrUOEdFVMNTr/yr/3kKqInowg76MeGly4
1PoWkVzUlgwkigusu/o+8UBU@tXelVEd/zEdhYnolLLSL
HI+BY1n4W8PAINBSkmpmO/RBHVL022NBTRalbu9tPICy
mdfal290QArggg5+CcOR7a+FCmgjOh3bmg/srs= )
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Authenticated Denial of Existence: NSEC

* NXDOMAIN — Die angefragte Domain / angefragter Eintrag existiert nicht
* NSEC Records = Next Secure, bilden verkettete Liste
e Zone: it-sec.ovh

demo IN A 10.11.12.13 demo NSEC nsl1
hsl IN A 40.74.62.0 nsl NSEC ns2
ns2 IN A 104.46.42.66 ns2 NSEC srvl
srvl IN A 40.74.62.0 srvl NSEC srv2
Ssrv2 IN A 104.46.42.66 srv2 NSEC www
WWW IN A 104.46.42.66 www NSEC demo
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ldns-walk @localhost
. NS SOA RRSIG NSEC DNSKEY
aaa. NS DS RRSIG NSEC
aarp. NS DS RRSIG NSEC

NSEC _ Zone Wa‘klng abb. NS DS RRSIG NSEC
abbott. NS DS RRSIG NSEC
abogado. NS DS RRSIG NSEC

. _ H ~ali — ? ac. NS DS RRSIG NSEC
* Problem: Zone-Walking maoglich — egal- cadeny. NS DS RRSIC NSEC

accenture. NS DS RRSIG NSEC
aptitude install ldnsutils

ldns-walk @localhost it-sec.ovh ldns-walk @localhost br.
it-sec.ovh. it-sec.ovh. A NS SOA MX RRSIG NSEC DNSKEY br. br. NS SOA RRSIG NSEC DNSKEY
demo.it-sec.ovh. A RRSIG NSEC 0800.br. NS DS RRSIG NSEC
mail.it-sec.ovh. A RRSIG NSEC acai.br. NS RRSIG NSEC
nsl.it-sec.ovh. A RRSIG NSEC ace.br. NS RRSIG NSEC
ns2.it-sec.ovh. A RRSIG NSEC adl.br. NS RRSIG NSEC
srvl.it-sec.ovh. A RRSIG NSEC adm.br. NS DS RRSIG NSEC
srv2.it-sec.ovh. A RRSIG NSEC administracao.br. NS RRSIG NSEC
www.lt-sec.ovh. A RRSIG NSEC adolec.br. NS RRSIG NSEC

adv.br. NS DS RRSIG NSEC
ldns-walk @localhost de.

de. Zone does not seem to be DNSSEC secured,or it uses NSEC3.
ldns-walk @localhost at.
at. Zone does not seem to be DNSSEC secured,or it uses NSEC3.
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Authenticated Denial of Existence

* Problem: Zone-Walking, z.B. in der Zone .at oder der Zone .br
 NSEC3 = Next Secure v3 oder NSEC Hashed Autenticated Denial of Existence
* Anstatt im Klartext lesbarer NSEC Eintrage werden Hashes verwendet

NSEC Next Secure Resource Record

NSEC3 Next Secure v3 (oder NSEC Hash) Resource Record
NSEC3PARAM NSEC3 Parameter
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NSEC Hashed Autenticated Denial of Existence

dig @localhost test.it-sec.ovh. A +dnssec +multiline

;3 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 22518
;; flags: gr aa rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: 8, ADDITIONAL: 1

IF6IDFQAB0ILAS70EKML1RPDCV2GMHNS . it-sec.ovh. 1200 IN NSEC3 1 © 100

578C30CC6333ADF7EA61AS5DAO7142D20 (
V60LG2RUSPQ5FU45INU@2I5HRUTIRPMO
A RRSIG )
IF6IDFQA80ILAS70EKMLIRPDCV2GMHNS . it-sec.ovh. 1200 IN RRSIG NSEC3 8 3 1200 (

20151109145641 20151010145608 60261 it-sec.ovh.
NXELOGANXMzLnY4n2sLzEs2n9MkCD1mS/M7SV1G+6yPP
Q/h@b4AZwAERa7znbEVkuCCwBaAKr/w9GeArhxD/wALF
kYILbWpm9XSc1DANXhdCOUA44+kAKR099jimutUSDoAz

dig @localhost it-sec.ovh nsec3param +dnssec +multiline

55 ANSWER SECTION:
it-sec.ovh. © IN NSEC3PARAM 1 © 1060 578C30CC6333ADF7EA61A5DAG7142D206

ldns-nsec3-hash -a 1 -t 100 -s 578C30CC6333ADF7EA61ASDAR7142D20 test
oeapkduoujlOukpio42bv4qst7goj5sn.

.it-sec.ovh.
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DNSSec - Aktivierung

* DNSSec fast 10 Jahre alt, alle gangigen BIND-Versionen geeignet
* Neue Bind-Version (z.B. v9.9.x) jedoch deutlich komfortabler

* BIND als iterativer Resolver

* beherrscht DNSSec

* Konfiguration (aktivieren) gentigt

* ROOT-Key im Paket

* BIND als autoritativer Nameserver fur Zone

Gunnar Haslinger | Sicherer E-Mail-Dienste-Anbieter basierend auf DNSSec & DANE



DNSSec Resolver

dig @localhost www.isc.org. A +dnssec +multiline

° do Flag (DNSEC unterStUtZt) ; <<>> DiG 9.9.5-9+debBu3-Debian <<>> @localhost www.isc.org. A +dnssec +multiline

; (2 servers found)

* ad Flag — Authenticated Data | :: glosal cptions: senc

;5 Got answer:
55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52840

NOE RROR ;; flags: gqr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

(Fehlschlag ware: SERVFATIL) |:; oer eseuvosccrion:

; EDNS: version: @, flags: do; udp: 4096

RRSIG Signature RR o dscoorg, o ma
5= RSA/SHA]- o doc.org 60 IN A 149.20.64.69

www.isc.org.

-_— .isc. . 6@ IN RRSIG A 5 3 60
(8 - RSA/SHA256) A seoTe 2815110703281£ 20151008032012 6083 isc.org.

CV1fW5gDT9owDi+kdUZrYChhtK28aRxAdYeAWZ50btbI

A b | d de at um S | g N at ur HOdH4HQ1++JD3N4wizi7vpSvyGTLDmrPaN8K7KmTF7B2
IG1/FGgoomGkgk1lNzeT3V100R1Uq9GVOHX4380om52D+0
* Signaturzeitpunkt
53 Query time: 5127 msec

11WXK6FLHX0ZVdTUrQ2L1YObMaI41lzp3RfEgD+s= )
6003 = DNSKey Key-Tag ] S 1 A O

.
22

;5 MSG SIZE rcvd: 223

Gunnar Haslinger | Sicherer E-Mail-Dienste-Anbieter basierend auf DNSSec & DANE



DNSSec fahiger autoritativer Server

* Inline-Signing Modus fur automatisierten DNSSec-Betrieb
* Vom Admin verwaltete Zonen-Files ohne RRSIG, DNSKEY, NSEC, NSEC3 Eintrage

* dnssec-keygen ... fur Generierung von Key-Signing-Keys und Zone-Signing-Keys

dnssec-keygen -a RSASHA256 -b 1024 it-sec.ovh
Generating key pair..++++++ ... 00, ++++++
Kit-sec.ovh.+008+60261

dnssec-keygen -a RSASHA256 -b 2048 -f KSK it-sec.ovh
Generating key pair......vviiiiiniininiannnens 2 2 PR +++
Kit-sec.ovh.+008+50137
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DNSSec fahiger autoritativer Server, Zonen-Konfig

o - ; key nsl.it-sec.ovh_ns2.it-sec.ovh
Key Dlr‘eCtor‘y { algorithm hmac-sha256;
R R R secret "B8BJ/Kgf4g3xDHXbT3x61lWfbdwXXMuXetgxeJlvz/Kk=";
* Inline-Signing b
server 40.74.62.0 { keys { nsl.it-sec.ovh_ns2.it-sec.ovh; }; };

* maintain -> auto KeyChange

IN { type master; file "/etc/named/domains/zone_it-sec.ovh";
key-directory "/etc/named/domains/keys";
inline-signing yes; auto-dnssec maintain;
allow-transfer { key nsl.it-sec.ovh_ns2.it-sec.ovh; };
also-notify { 40.74.62.0; };

}s

e Zone-Transfer (AXFR) zu den Secondary Nameservern
* Mittels Transaction Signatures (TSIG) per shared Secret abgesichert

* beinhaltet alle DNSSec Eintrage
* Am Secondary daher kein Schlisselmaterial

* Hidden Master moglich

zone "it-sec.ovh"
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DNS Zonen-Eintrage

$TTL 20M
@ IN SOA nsl.it-sec.ovh. dns-admin.hitco.at. (
2015091301
20M
2M
25D
20M )
@ IN NS nsl.it-sec.ovh.
@ IN NS ns2.1it-sec.ovh.
nsl IN A 40.74.62.0
srvl IN A 40.74.62.0
ns2 IN A 104.46.42.66
srv2 IN A 104.46.42.66
@ IN MX 1@ mail.it-seco.ovh.
@ IN A 81.89.102.244
WWW IN A 81.89.102.244
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named-checkzone -D -i full -f raw it-sec.ovh zone it-sec.ovh.signed >/tmp/zone.txt
zone it-sec.ovh/IN: loaded serial 2015110510 (DNSSEC signed)

OK

D N S ZO n e Vl /tmp/zone.txt

1s2.cloudapp.net - PuTTY

It—sec.ovh.
it-sec.ovh.
it-sec.ovh.

Binérfile it-sec.ovh.

it-sec.ovh.
it-sec.ovh.

.signed sy

it-sec.ovh.

it-sec.ovh.
RRSIG it-sec.ovh.

it-sec.ovh.
it-sec.ovh.
NSK Y it-sec.ovh.

D E it-sec.ovh.
demo.it-sec.ovh.
demo.it-sec.ovh.

NSEC3 mail.it-sec.ovh.
mail.it-sec.ovh.
nsl.it-sec.ovh.
nsl.it-sec.ovh.

NSEC3 PARAIVI ns2.it-sec.ovh.
ns2.it-sec.ovh.
srvl.it-sec.ovh.
srvl.it-sec.ovh.
srv2.it-sec.ovh.
srv2.it-sec.ovh.
www.it-sec.ovh.
www.it-sec.ovh.

1549DQOMKAF3R2P35E1EHFC0O1HI2A59P. . it-sec.ovh.
1549DQOMKAF3R2P35E1EHFC0O1HI2A59P. . it-sec.ovh.
3032Q0R57IAH4LSL1IM5BOA9ESBBVCCOQL.it-sec.ovh.
30320R57IAH4LSL1IM5BOA9ESSBBVCCOQL.it-5ec.ovh.
42CIEDTQ5GISBNB4A1SRF3U2TIBUHOQ7B. it-sec.ovh.

1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
2]

(0]

1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200
1200

SOA
RRSIG
NS
NS
RRSIG
A
RRSIG
MX
RRSIG
DNSKEY
DNSKEY
RRSIG
RRSIG
NSEC3PARAM
RRSIG
A
RRSIG
A
RRSIG
A
RRSIG
A
RRSIG
A
RRSIG
A
RRSIG
A
RRSIG
NSEC3
RRSIG
NSEC3
RRSIG
NSEC3

nsl.it-sec.ovh. dns-admin.hitco.at. 2015101049 1200 120 21600600 1200

SOA 8 2 1200 20151109155608 20151810145608 60261 it-sec.ovh. Rf5ZQI3HV

nsl.it-sec.ovh.

ns2.it-sec.ovh.

NS 8 2 1200 20151027155425 201568927154023 60261 it-sec.ovh. EHLTAWuUFsw

104.46.42.66

A 8 2 1200 20151027155425 20150927154023 60261 it-sec.ovh. o7pB8S25ZPSn

18 mail.hitco.at.

MX 8 2 1200 20151827155425 20150927154023 66261 it-sec.ovh. w1+CE/5i78

256 3 8 AwWEAACScX9FiKgA+S0Q8Cwmz5WnPPIKOgWPMsbG2AJtibCiwho9nQzR60 1Q11P

257 3 8 AWEAAdBF8FNYQQF1epjZTclbUzSzWpgPt3kgHDXWrUl0XSko++ykoWRW WXegH

DNSKEY 8 2 1200 20151027164023 20150927154023 50137 it-sec.ovh. ISzZN7S

DNSKEY 8 2 1200 20151027164023 20150927154823 60261 it-sec.ovh. tC/Vzs

1 @ 180 5T7TBC30CC6333ADFTEAGIASDAGT1I42D20

NSEC3PARAM 8 2 © 20151109155512 20151010145608 60261 it-sec.ovh. DLa2Z

10,.11.12.13

A 8 3 1200 208151106174146 20151007164146 68261 it-sec.ovh. nCpDoRQ+Ap4

104.46.42.66

A 8 3 1200 20151108094640 20151009084640 60261 it-sec.ovh. VPvSqdeWMh/

40.74.62.0

A 8 3 1200 20151027155425 20150927154023 60261 it-sec.ovh. igQv55U7T4PF

104.46.42.66

A 8 3 1200 20151027155425 20150927154023 60261 it-sec.ovh. GZwdpip5/d0

40.74.62.0

A 8 3 1200 20151027155425 20150927154023 60261 it-sec.ovh. Lo70ZBEEfT]j4

104.46.42.66

A 8 3 1200 20151027163736 20150927154023 60261 it-sec.ovh. 05jLlJoqgg5NT

104.46.42.66

A 8 3 1200 20151027163736 20150927154023 60261 it-sec.ovh. uhB8cdXgfd/w

1 @ 1060 5TBC30CC6333ADFTEAGIASDAGT142D20 3032Q0R57TIAH4LSL1IMSBOASESBBYVCC

NSEC3 8 3 12080 20151109155512 20151010145608 60261 it-sec.ovh. rgGRGLN

1 @ 100 5T7T8C30CC6333ADFTEAGIASDAGTI42D20 42CIEDTQS5GIBNB4A1ISRF3UZ2TIBUHO

NSEC3 8 3 1200 20151109155512 20151010145608 60261 it-sec.ovh. Spsgrib

1 0 100 578C30CC6333ADFTEAGIASDAGT142D20 4G5D0O1AGO6GITIBVRKNSG3FQFJIOKHO
1,1 Top
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Re-Signing, Schlusselwechsel

* Signatur der Zonen-Eintrage: Default 30 Tage gultig, Re-Signing alle 7% Tage
Konfiguration mittels sig-validity-interval

* Auto-DNSSec maintain:
» Key-Verzeichnis wird Giberwacht, ZSK-Schlisselwechsel (halb)automatisch

* Ablaufdatum , ,
dnssec-settime -I 20160101 -D 20160201 Kit-sec.ovh.+008+60261.key
festlegen ./Kit-sec.ovh.+008+60261.key
./Kit-sec.ovh.+008+60261.private

dnssec-keygen -S Kit-sec.ovh.+@08+60261.key

° Successor Generatlng key palr........c.cuiuiienennnnnnn ++++++
............................................................. ++++++

erstellen Kit-sec.ovh.+008+23040
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Beispiel: Wechsel des Zone Signing Key (ZSK)

cat Kit-sec.ovh.+008+60261.key
This is a zone-signing key, keyid 60261, for it-sec.ovh.
; Created: 20150913210726 (Sun Sep 13 23:07:26 2015)
; Publish: 20150913210726 (Sun Sep 13 23:07:26 2015)
; Activate: 20150913210726 (Sun Sep 13 23:07:26 2015)
; Inactive: 20160101000000 (Fri Jan 1 01:00:00 2016)
; Delete: 20160201000000 (Mon Feb 1 901:00:00 2016)
it-sec.ovh. IN DNSKEY 256 3 8 AWEAAcCScX9FiKgA+S0Q8Cwmz5WnPPJIK@gWPMsbG2AJtibCiWh9nQzR60
1011PGVaFpPSOsMWuFnu5tPtwL1x1v2Ij/eIhAD2t+BCx+MVolWpbgaIf
90iMPah4HskTxJ1SgsNdqSWieXUdXd/TtIYwFvox9HT2t8V/cv08BmIj Ee57UWk1

cat Kit-sec.ovh.+008+23040.key
; This is a zone-signing key, keyid 23040, for it-sec.ovh.
; Created: 20151106161238 (Fri Nov 6 17:12:38 2015)
; Publish: 20151202000000 (Wed Dec 2 01:00:00 2015)
; Activate: 20160101000000 (Fri Jan 1 01:00:00 2016)
it-sec.ovh. IN DNSKEY 256 3 8 AwEAAcn4kzhhjVxHgZi4nFZuIuq4plb2IzJPQNulLnDgzcqu@3ULKNdId
Sg8EaiFGEJgoQ2yJu8XcsgnhBntNsPMHsia3RpMKVWGFOruSPZ1+pG/7
tp8CVMt3xhmBnri9jdm+1CGrBKP4zg8dwHbNmdPyIOKLwWnLrQfIrTpLW Wrfllzdl
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DNSSec - Aktivierung

* Erzeugung Schllssel, Signatur der Zone, Replikation auf sekundare Server
* Eintragung des KSK in der darlber liegenden Zone mittels Domain-Registrar

Domains & DNS =

Verwaltung Domains - DNSSEC
Delegation Signer it-sec.ovh

&
(Fl

Anderung

Liste der derzeit zugewiesenen DS der Domain it-sec.ovh :

Kennung Flags Algorithmus Offentlicher Schliissel (base64 kodiert)

AwWEAADBFEFNYQQFI0piZTelblUzSzWpgPt3kgHDX W
rU10XSk9++ykoWRWWX0gqHBPCIFkIDULCEUSL wixh
zafy GMYm,/TH4D/tU9WoWo3g+bRnHeBP 210940z
PNBE7QOZZztbGnpkajlBvWijSU2Qfd/wWymHS/ 3|
S0137 257 8 zh1fQPwWNLSHX0SsDB4wWOEqCOQ18RNGHjmxLrDalY
i027QZNtp/EOMIZANHMF4511ZV2eQgMroNskGdxa
AlGivdknZFTY9RUj+PzXm7vINEpABxrBvSWVEqGES
alWQuwHIhXW7EvRp1 Q3 iHCm, s MFflmMX MMMt Me
4PkgqyThBPlezxDysuemQcocglpzpl=
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EINZELN BULK

DS-Datensatz erstellen

* Erforderlich

SCHLUSSELTAG: *(7) ALGORITHMUS: *(7) DIGESTTYP: * ()
50137 8 v |2 v

DIGEST: * (3)

04554A4A3E73FEFDS676B35BC0497639B739B2E3814D2EF6362A6EA300BD
BOF9

o4




Best Practise und Learnings

* Inline-Signing und automatisches Key-Maintaining nutzen

e RSA / SHA256 nutzen
* RSA verpflichtend unterstitzt
* DSA moglich, nicht Pflicht, nutzt niemand
 ECDSA —im Kommen, Unterstltzung noch nicht breit genug
 SHA256 breit unterstitzt, SHA1 wird ausgephast

e ZSK: 1024 bit -> kurze Signaturen, nicht langfristig sicher, NIST: 1 Jahr
e KSK: 2048 bit -> ausreichend sicher flr ein paar Jahre, NIST: 5 Jahre

* KeyGen: Entropie notig! Auf vServern HAVEGED nétig!
Hardware Volatile Entropy Gathering and Expansion Daemon
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dns:it-sec.ovh Find Problems ~ dns

Type Domain Name IP Address TTL Status Time (ms) Auth Parent Local
NS ns1.it-sec.ovh 40.74.62.0 20 min (v 106 (v (v (v
D N S ( :h e C k NS ns2.itsec.ovh 104464266  20min (@ 106 o O o
Result

Mo Bad Glue Detected

* mxtoolbox.com
* Allgemeiner DNS-Check

At Least Two Mame Servers Found

All name servers are responding

At least one name server responded

All of the name servers are Authoritative
Local NS list matches Parent NS list
Mame Servers appear to be Dispersed
Mame Servers have Public IP Addresses

Serial numbers match
2015100401

Primary Name Server Listed At Parent

SOA Serial Mumber Format appears valid

S0OA Refresh Value is within the recommended range
S0OA Retry Value is within the recommended range
SOA Expire Value within recommended limits

SOA Minimum TTL Value is within allowed values

Mo Open Recursive Mame Server Detected

00000000 00000O0DO0O0O0ODVO

Mo Open Zone Transfer
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DNSSec-Check

* dnscheck.iis.se
* Summary

. Basic results [:VELE= R i1

@ Delegation

@ Nameserver

* Nameserver nsl.it-sec.ovh

* Mameserver ns2.it-sec.ovh

@ Consistency
@ SOA
@ Connectivity

@ DNSSEC

All tests are ok

it-sec.ovh, 2015-10-04 14:05:19
Test was performed with DMSCheck v1.6.3

II.Iiiiil'ii.ii‘l‘lllllllllll

& 2015-10-04 13:55:39
o ?2015-09-20 09:57:51
e 2015-09-18 12:56:26

Page 1/1

@ Test was ok

) Test contains warnings
@ Test contains errors

) Test was not performed
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DNSSEC

Begin testing DHSSEC for it-sec.ovh.
Found DS record for it-sec.ovh at parent.
Nameserver 104.46.42.66 does DNSSEC extra processing.
D N S S e C_ C h e C k Nameserver 40.74.62.0 does DNS5EC extra processing.
Servers for it-sec.ovh have consistent extra processing status.
Authenticated denial records found for it-sec.ovh, of type NSEC3.

¢ d nSCh eCk- I IS . Se MNSEC3PARAM record found for it-sec.ovh.

HSEC3 for it-sec.ovh is set to use 100 iterations, which is less than 100 and

e Details thus OK.

Found DNSKEY record for it-sec.ovh at child.

Consistent security for it-sec.ovh.

Checking DNS5EC at child (it-sec.ovh).

it-sec.ovh's key with tag 50137 uses algorithm number 8 (RSA/5SHA-256).
Algorithm number 8 is OK.

DNSKEY it-sec.ovh (tag 50137) is marked as a secure entry point (SEP).
it-sec.ovh's key with tag 60261 uses algorithm number 8 (RS5A/5HA-256).
Algorithm number 8 is OK.

DNSSEC signature expires at: Tue Oct 27 16:40:23 2015

Duration for RR5IG(it-sec.ovh/IN/DNSKEY/50137) is OK (2595600 seconds).
DNSSEC signature RRSIG(it-sec.ovh/IN/DNSKEY/50137) matches records.
DNSSEC signature valid: RRSIG(it-sec.ovh/IN/DNSKEY/50137)

DNSSEC signature expires at: Tue Oct 27 16:40:23 2015

Duration for RRSIG(it-sec.ovh/IN/DNSKEY/60261) is OK (2595600 seconds).

MkICC T, o2 s NOCL, s L ikl CkIC O § £ ML 4% ol 1
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Checking DS between ovh and it-sec.ovh

@ Found 1 D5 records for it-sec.ovh in the ovh zone
e C — e u g g e r @ Found 1 RRSIGs over DS RRset
it-sec.ovh. 172888 IN RRSIG DS 2 2 172868 ( 20151124193614 281589251936514 S4175 ovh.
QyahsEmrbjl3RnresxHPcyCUNe3LcU2X+1aBNE I/ c+52E /WY Tex@EUX4ELF1Y84ilucpa3l7Tjea

: : 1TFEg4zyztEWDk s/ Qea0M,/ TUEMGddaFvSA09kvmF44RFIarmgBU,/RAaETYB77FfcaBOSEIWb2KENd DuYWYXJUCYSEERKEKwk= )
* dnssec-debugger.veriSignlabs.ComM | omreomc s weos me

D'S=s5013a7/5HA-1 is now in the chain-of-trust
Found 3 DMSKEY records for . it-sec.ovh. 172888 IN DS 58137 8 1 a755cafceb341759bb369b7c36b3661afad4f221

. Found 2 DNSKEY records for it-zec.ovh
D5-1a03a:50a 1 verifies DNSKEY -19038:5ce o
it-sec.ovh. 12868 IN DNSKEY 256 3 E ( AWEAACSCXOF1KgA+SeQECwmzSHnPPIKequPMsbG2AItibCiWhan(zRe81011PEVAFPPSOSMWUFnU

Found 1 RRSIGs over DNSKEY RRset StPtwl1x1v2Ij/eIhAD2t+BCx+MVoWpbga I FI0iMPahaHskTX115gsNdqSWieXUdXd /TEIYWFvox SHF2t8V/cvOBBmMIjEESTUWKL } ; Key ID = 68261

RRSIG-19038 and DNSKEY-1s036:502 verifies the DMNSKEY RRset it-sec.ovh. 1286 IN DNSKEY 257 3 8 ( AWEAAJBFSFNYQQF1epjZTclblUzszWpgPtIkeHDXWrU10XSka++ykoWRWIXeqHBPCLFkIDULCEUSS
JwxhiYzafyGMyYm/TF4D/tUSkiokio3g+bRnHeBP21g9Agz PNBETQAZZ EbGNpKa F LBV SU2QFd/w

Found 2 OS records for avh in the . zone WVIHS /31 b1 FOP whL SHXBS sDEAWOEQCRQ] BRNGHmxLrOoTY 182 7QZN L, EOMI 2ANHNFAS ] 170 2e

QeMroNBEGdxas]l GivdknZFiTI9RU]+PZzXm7vINERABXrBYESVEQESaUWQUWHI W7 EVRPI0IIHCMS =MFFLmMXNNMItVMeAPkqy TEBP LezxDy suemicglpzpl= ) ;

Found 1 RRSIGs over DS RRset Key ID = 58137

RRS5IG-az530 and DNSKEY -az2530 verifies the DS RRset DMSKEY=s0137:5€R is now in the chain-of-trust
ovh Found 3 DMSKEY records for ovh @ DS-s01a7sHA-1 verifies DNSKEY-sa1arsce
. @ Found 2 RRSIGs over DNSKEY RRset
DS-zea0sia 256 verifies DNSKEY-zes0500 - .
it-sec.ovh. 1286 IN RRSIG DNSKEY & 2 1268 ( 20151827164823 28158927154@23 58137 it-sec.ovh.
Found 2 RR3IGs over DMNSKEY RRset ISZN7SFAEIr2fvioUrTEmpI3IpSNT g ZaT FM/ JZ3 JOEY LuhyMATBVXS eYZwr21py LAFUUGSFMGYS
RRSIG-2660 and DNSKEY-2asnscs verfies the ONSKEY RRset 21GUEVHBaUNFAP 258 IDA+1368hESBEOYE7 r4ZnUSNUVEUE e/ aHECIHLZCPF 3 1PZAKFWE3DYWZE
! = Uian
ixaxldaYLQdYROVILWNShEHWz sfCp++afesQrHaBR2nI&IefnsoHdA]8TMkE Yydc rfuSoEpUPUK
Found 1 DS records for it-sec.ovh in the ovh zone bSREVXVZ / +6XRHW ] XXKDBDOELOEREZ jAqkxiRIk4PICSVA3rAEMHIig3kwQ+K chCpDefHPdFa7ma dksKHMhdYFyvK1jdeX6etxxaHLz0aH2+558/1IA== )
' it-sec.ovh. 1286 IN RRSIG DNSKEY & 2 1268 ( 20151827164823 28158927154@823 &@261 it-sec.ovh.
Found 1 RRS5IGs over D5 RRset +C/VzsEpIALYOCEEALYN2CABhIY Gy 3ei TZ0A5pPz+BaRXQVIRGNLPNF 2bIUr LEMWREGXKinGkrcs
RRSIG-5:2175 and DNSKEY-52175 verifies the DS RRset TDGW1lzZusy4vyNiOSTEENNALLCFL31q1PDCe7 cFKOADHYSXWSdQSqEkeyMBHE / EhIk9eYfulKTQsh F421smMy4XqasyQecsy= )
F d 2 DNSKEY ds for it h @ RRSIG-50137 and DNSKEY-s01ansce verifies the DNSKEY RRset
oun records for it-sec.ov
RRS5IG=60261 and DNSKEY-g0261 verifies the DNSKEY RRset
4 sec.ovh D5-sat1arsia 1 werifies DMSKEY -50137:500 DNSKEY-g0261 iz now in the chain-ofirust
' Found 2 RR3IGs over DMN3SKEY RRset f-sec.ovh is authoritative for it-sec.ovh

RRSIG-50137 and DNSKEY -sa1arisce verifies the DMNSKEY RRset © f-sec.ovh ARR has value 104.46.42.66
@ Found 1 RR5IGs over A RRset

f-sec.ovh A RR has value 104.46.42.66 it-sec.ovh. 1286 IN RRSIG A 8 2 1288 ( 28151827155425 28158927154823 60261 it-sec.ovh.
Found 1 RRSIGs over & RR=set 07p8525ZPSNFGFChs Y/ HMGBWONRCN3LREEmMEXHEN 18E3 18EOHLVDIKDGFUrSAXY rQAY B+0ZMFUBA

) OkbcYZItNZgvio+hsDTESrMTdXWEh4pyFEQ2wpmd+QRkwEqlE4qvHyga6E1Sc ITTWBXGDSYVYjMsn+ RCWROTWAEKiIDh71feKc= )
RR5IG-a02a1 and DMNSKEY -s0281 verifies the & RRset ]
@ RRSIG-g0281 and DNSKEY-s0261 verifies the A RRset

PO00O0OO000 Q000000 | 0000
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DNSKEY
alg=8, id=19036

DNSKEY
alg=8, 1d=62530

»

Analyse mit dnsviz.net

(2015-11-1§ 13:28:51 UTC)

DNSKEY
»

DNSKEY
alg=§, 1d=20445

e Grafische Darstellung

* Zeigt Zone-Delgation .

* Grafische Veranschaulichung
der Key-/Trust-Hierarchie

ovh
(2015-11-15 14:24:01 UTC)

DNSKEY
»
DNSKEY
it-sec.ovh/,

mail.it-s wvh/A

it-sec.ovh
(2015-11-15 18:06:40 UTC)
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DANE

DNS-based Authentication of Named Entities (DANE)
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Ruckblick: SMTP Transport, Angriffe

* Umlenkung, MITM, Downgrade, ...

SMTP-Empfanger 6
@ Mailabholung

Angreifer

DNS-Cache

2 Verbindungsaufbau

>

Server
Angreifer

SMTP-Sender

@
< Bitte 4 Jerschliisselungs-
unverschliisselt w angebot (3

3 Unverschliisselte
Mail
SMTP-Sender SMTP-Empfanger

—
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DNS-based Authentication of Named Entities (DANE)

DNS-Server

* Existenz des SMTP-Sender 2 Anfrage fiir MX zu IT-Sec.ovh
TLSA-Records

und NSEC/NSEC3 <) DNS-Antwort
verhindern Downgrade DNSSEC /) o476 —n —rrn————
@ IN SOA .. /
IN NS nsl.it-sec.ovh.
* Inhalt des TLSA-Records IN MX mail.it-sec.ovh.
oinnt Zertifikate _25._tcp.mail.it-sec.ovh. 1IN TLSA 3 © 1 76AD75E4F3..

oder pinnt CAs

oder pinnt PublicKeys SMTP-Empfanger
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DANE baut auf TLS auf -> bendtigt Zertifikate

e Konnten Self-Signed sein
* Jedoch besser aus getrusteter CA, da DANE noch Nischen-Technologie

* Kostenfrei Domain-Validated (DV) TLS-Server Zertifikate:
e StartCom Ltd.: https://www.startssl.com/
* [SRG (internet Security Research Group) & Mozilla: https://letsencrypt.org/
* WoSign: https://www.wosign.com/english/freeSSL.htm
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https://www.startssl.com/
https://letsencrypt.org/
https://www.wosign.com/english/freeSSL.htm

Zertifikat ausstellen:
Typische Vorgangsweise

* RSA Schlusselpaar generieren

* CSR erstellen

* CSR an CA Ubermitteln
 Zertifikat erhalten

e Zertifikat + CertChain installieren

Zertifizierungspfad

R Eertifikat :"(:

Allgemein  Details  Zertifizierungspfad

g Zertifikatsinformationen

Dieses Zertifikat ist fiir folgende Zwecke beabsichtigt:
« Garantiert die Identitit eines Remotecomputers

* Weitere Infos finden Sie in den Angaben der Zertifizierungsstelle.

Ausgestellt fiir:  mail it-sec.ovh

Ausgestellt von: StartCom Class 1 Primary Intermediate
Server CA

Giiltig ab 08.10.2015 bis 03.10. 2016

_;-J StartCom Certification Authority
------ _E;J Startl:curn Class 1 F'rlmary Intermediate Server CA

=] i con
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i ZEI"tIfIkEt

Algemein Detals  Zertifizierungspfad

Anzeigen: | <Alle: v
Feld Wert

BSignaMalgnriﬂ'lmus sha256R5A
DSignathhashalgnriﬂ'lmus sha256

BAussteller StartCom Class 1 Primary Inte...
DGUHJ’Q ab Donnerstag, 8. Oktober 2015...
DGﬂlﬁg biz Samstag, 8, Oktober 2016 12....,




mozilla (Gramai .'c|||s.éloh

Alternative: KB Let’s Encrypt 0

IdenTrust Internet (<=~
Society -‘=lj

* Automatisierter DV-Vorgang
* Python Client suromarric (Y shopify ~ ALAZEL,

e Zertifikatserneuerung

vollautomatisch alle 60 Tage | Web Server _——1  [Jwm
| Software T oy —
* CSR-Nutzung moglich H|\| —
-> Schliisselpaar kann gleich bleiben \
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TLSA Record fur DANE Transport Layer Security Protocol

* DNSSec Voraussetzung

* TLSA RR
openssl x509 -in mail.it-sec.ovh.crt -outform DER | openssl sha256
° Plnn|ng (stdin)= 91ba252clebbd48767d646870c015deb9edad8957Ff04880b3abblc63abfc4d43

° Zert|f|kat Oder CA openssl x509 -in www.it-sec.ovh.crt -outform DER | openssl sha256
(stdin)= 1597dc6dllcf983dee@dec7094daff635dfc5ffa3fe9390d021al21la36e8e92e

¢ 7 fk H h openssl x509 -noout -fingerprint -sha256 -in www.it-sec.ovh.crt
ertitfikats-Has SHA256 Fingerprint=15:97:DC:6D:11:CF:98:3D:EE:0D:0C:70:94:DA:FF:63:5D:FC: «
5F:FA:3F:E9:39:0D:02:1A:12:1A:36:E8:E9:2E

* oder PubKey-Hash

openssl x509 -in mail.it-sec.ovh.crt -pubkey -noout | d
openssl rsa -pubin -outform der | openssl dgst -sha256 -hex
writing RSA key
(stdin)= a46ddeb2cb43bl1f32445d1778410a55d1298¢712942483aef03clabcefOclebs
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DANE: PubKey Hash -> TLSA Record

* Im Zonen-File der Domain wird ein TLSA-Record erganzt

Der TLSA-Record ist wie folgt aufgebaut [RFC-6698, Kapitel 7]:

_25. tcp.mail IN TLSA 3 1 1 a46dd6b2cb43b1f32445d1778410a55d1298c712942483aef0@3cla...

_25. tep.mail Port 235, Protokoll TCP, Host mail.it-sec.ovh

IN TLSA Ein Record vom Typ TLSA

3 Usage = Domain-issued certificate, das heildt der Fingerprint wurde anhand des
verwendeten Zertifikats ermittelt, das Zertifikat muss hierzu nicht zwingend von
einer getrusteten CA ausgestellt sein. Alternativ dazu kénnte auch eine CA oder
ein Trust-Anchor verwendet werden.

0 | 1 Selector: 0 = Hash des ganzen Zertifikates / 1 = Hash des PublicKey

1 Matching Type — entspricht SHA-256

a46dd6b?2... der zuvor ermittelte Zertifikats-Fingerprint
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Absicherung: SMTP, HTTPS, IMAPS, POP3S

_25. tcp.mail IN
_443. tcp.mail 1IN

_443. tcp.www  IN
_443. tcp IN

_995. tcp.mail 1IN
~993. tcp.mail 1IN

TLSA
TLSA

TLSA
TLSA

TLSA
TLSA

vi zone_it-sec.ovh

a46ddéb2cb43b1132445d1778410a55d1298c712942483aef0@3cla...
a4d6ddéb2cb43b1132445d1778410a55d1298c712942483aef0B3cla..

ad6dd6b2cb43b1132445d1778410a55d1298c712942483aef0@3cla...
a46dd6b2cb43b1132445d1778410a55d1298c712942483aef0@3cla..

a46ddéb2cb43b132445d1778410a55d1298c712942483aef0@3cla..
a46ddéb2cb43b1132445d1778410a55d1298c712942483aef0@3cla..

Preisfrage: Warum Hash Uberall gleich?
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<omfortab e Alternatlve TLSA Record Generator

https://www.huque.com/bin/gen_tlsa

Generate TLSA Record Generate TLSA Record

Generate DMNS TLSA resource record from a certificate and given parameters.

Generate DWNS TLSA resource record from a cerificate and given parameters.
Usage Field:

0 - PEIX-TA: Certificate Authority Constraint Certificate Information:
1 - PKIX-EE: Service Cerificate Constraint
: g'EQHEE{EUS‘M?“Wf’assceﬂin t Serial - 66829f67d2017
) “EE Homain ssued Lertmeate lssuer : C=IL, O=StartCom Ltd., QU=Secure Digital Certificate Signing, CN=StartCom Class 1 Primary Intermediate Server CA
Selector Field: Subject: C=AT, CN=www.it-5ec.ovh/femailAddress=domain.admin@hitco.at
0- Cert: Use full certificate Subject Alternative Mameis): DNSwww.it-sec.ovh, DNSit-sec.ovh
#1-5SPKI: Use subject public key Certificate Inception: 2015-10-09 08:48:23+00:00 UTC

Matching-Type Field: Certificate Expiration: 2016-10-09 02:35:39+00:00 UTC

0 - Full: Mo Hash
# 1 - SHA-256: SHA-256 hash TLSA Parameters:

2 - SHA-512: SHA-512 hash ) ]
Usage: 3 - DANE-EE: Domain Issued Certificate
Enter/paste PEM format X.509 certificate here: Selector: 1 - SPKI: Subject Public Key

- ---HRGIN CERTLFICATE----- N I Matching Type: 1- SHA-256: SHA-256 Hash
MLIHDZCCBiOgAW]BAgIHBmEpYnegF zANBEkghkiGOweEADS FADCEJDE LMAKGALUE
BhMCSUWRF JAUBENVEACTDVNEYX 18020t 1EXAZCAxK zApBENVEAS TIINLY Wy Z5BE .
aWdpdGFsIENLcnRpZmljYXRIIFNpZ 25pbmexO0AZBENVBAMT L INSY X 18029t 1ENS Service Parameters:
¥ANzIDEEUH] pbiWFyesBIbnR lem11 261 hdGUgU2Vydmyy 1 ENEMBAXDTELMT AwOTA4
MOk yMLoXDTE ZMT AWOT Ay MzUz0Vow TOELMAK GALUEBhMCQVDxF ZAVBENVBAMTDnd 3 Port: 25
dy5pdC1lzZWMub3ZoMa0WlgY JKoZ LhveNagk BFhvkb2 1 halWduyWRtaWsAaG1ay2ay :
YEQWggl IMARGL 5G5S Lb300E BAJUAAL I DwAwgE Ik A0 ICADC US4 Ers 3YDbu JAQCW TFEIF'ISDEIIT th
sF7rjFE9oRs2PURkoxY 201404k BppLWL07 ycR19RWIemd L ZUPK f YWSH1 ZqBaMHA Diomain name: mailitsec.ovh.
WmApmwpy gbSNdSF Eugu+BvPwdmEYSE1WTi6bbKRC / GRgohoZ 6K YBRAMTIIVKC g3V P

_ _ Generated DN S TLSA Record:
Fort Mumber: (e.g.443)

Transport Protocol: (e.q.tcp, udp, sctp, doop)
Domain Mame:

_25._tcp.mail.it-sec.ovh. IM TLSA 3 1 1 adeddebzcbaiblf32445417784108a55d1298c 71304 483aef0iclaboefoclebs

Generate
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Zertifikatswechsel — Erneuerung der TLSA-Records?

* Wenn gleiches Schlisselpaar (CSR) weiterverwendet wird nicht notig
* Ansonsten: TTL beachten, Gultigkeitszeitraum im Auge behalten
* Mehrere TLSA Records parallel fur guiltig erkldren (Uberlappender Zeitraum)

* Let’s Encrypt: Nicht den Default-Automatismus nutzen, sondern CSR
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[*] it-sec.ovh Validate

PrUfU ﬂg TLSA-RGCO rd it-sec.ovh

The domain lists the following MX entries:

* Check mit: dane.sys4.de

° CheCk mlt dlg 10 mail.it-sec.ovh | DNssEC® [ TLSA® | i

|P Addresses

104.46.£2.66

* Mehr Checks spater (MailServer)

Usable TLSA Records

@, 1 91ba252clecbd4@7[...]3a6blce3abfcada3

dig +dnssec +noall +answer +multi 25. tcp.mail.it-sec.ovh TLSA
_25. tcp.mail.it-sec.ovh. 1200 IN TLSA 3 1 1 (
A46DD6B2CB43B1F32445D1778410A55D1298C7129424
83AEFO3C1A6C6FOC16BS5 )
_25. tcp.mail.it-sec.ovh. 1200 IN RRSIG TLSA 8 5 1200 (
20151123165240 20151024155240 60261 it-sec.ovh.

LmdSnSHNZKvPiu93SDawfSihB+yeltxY30etpKBhAj5K .. = )
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M dl | Server MTA, LDA, MDA, Anbindung MUA, WebMail, ...

m -

User % User
SMTP(S) Submission SMTP(S) POP(S)
Ports: 587, 465, 25 Port: 25 / 110/995
/ IMAP(S)
143/993
V
SMTP(S)
SMTP(S) Port: 25 /
Port: 25 /
\ 4
MSA MTA MDA
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Realisierung

User

(Web Browser) E

Internet

A ;
* CentOS 7.2 Forward Accept

. Outgoing Incoming i
* Debian 8.2 Mail Mail Send / Receive
| ¥ \ 4
 BIND 9.9.4 /9.9. ,  Postfix (MTA) Roundcube
Send SMTP Send Web Interface

e Postfix 2.11.3
* Dovecot 2.2

e Apache 2.4.10
P f—

|
|
|
|
|
|
{
PHP 5.6.13 User (MUA] v SASL

| Incoming Mail

A

Receive

o IVIySQL 5.5.46 Receive Dovecot (LDA)

POP3 /IMAP
e RoundCube 1.1.. |

é
User Auth (LDAP, ...)

Store (Sent, Drafts, ...)

Gunnar Haslinger | Sicherer E-Mail-Dienste-Anbieter basierend auf DNSSec & DANE



Mailserver mit DANE — Alternativen?

* Postfix 2.11 erst ab Debian 8 bzw. Ubuntu 14.04 LTS verfiugbar
< 2.11 unter RHEL, CentOS, SLES, ...
evtl. (zuverlassige) Drittanbieter-Pakete nutzen?!

* EXIM ab v4.85
Weder in Debian noch Ubuntu LTS noch CentOS noch SLES verfligbar

e SendMail — aktuelle 8.15.2 immer noch kein DANE

* Microsoft Exchange — kein DANE
Drittanbieter-Erweiterung: CryptoFilter
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Postfix-Konfiguration

* Allgemein: Mailserver-Konfiguration grundsatzlich (beim ersten mal) knifflig
e Zertifikat + Chain konfigurieren

» SSL/TLS konfigurieren — fiir MTA: Default-Config (Cipher)
schlechte Crypto besser als gar keine Krypto (Plaintext-Fallback)

e Submission-Port: Mandatory TLS, nur ,,gute” Cipher-Suiten erlaubt
e Authentifizierung nur mit STARTTLS und am Submission-Port zulassen
* DANE: straight forward

postconf -e "smtp _dns_support level=dnssec™
postconf -e "smtp tls security level=dane”
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Verbreitung von TLS und DANE bei MTA's

e TLS: siehe z.B.:
Google Transparency
Report

Ausgehend

M

Machrichten von
=mail an andere

Y e
ANDIeel

Letzte(s)

30 Tage

EE

 DANE:
Starker Trend in .de
Dzt. aber nur vereinzelt  ; .chend

* Mail.de, posteo.de il e
+ Viele Ankundigungen! M zl;n:!ijer En M ™

Jan. 2015 Apr. 2015 Juli 2015 Okt. 2015

Jan. 2015 Apr. 2015 Juli 2015 Okt. 2015
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Mailserver-Studie: SSL / TLS-Protokollversionen
e 25 I
90 110 NN -
143
80 - 465 -
587 I
70 + 993 N -
Q5 I
60 |- s
X 50 g
40 + .
30 .
20 + s
10 .
i SSLv2 SSLv3 TLSv1 TLSv1.1 TLSYl.2
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Mailserver-Studie: Cipher-Suite Unterstutzung

100
25
110 me——
143
80 |- 465 mmmm -
587
993 -
995
60 |- -
°
40 | -
20 | -
0
RC4 PFS AES-256 (GCM) Export grade
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Mailserver-Studie: eingesetzte Zertifikate

70

* ssc = self signed Cert SMTPS ——

SMTP ——
e local = unbekannte CA o0 I IS T

. . e POP3S mmm
e ssc chain = CertChain fehlt 5o f POP3 mmmmm -
40 | -

& _
30 + _
20 + .
10 + |
0 |
SSC ok local ssc chain
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Dovecot: POP3 & IMAP

 Setup straight forward

e Zertifikat konfigurieren

* Nur TLS zulassen, Cipher-String gemald BetterCrypto.org ,,CipherString B¢

* Dovecot stellt SASL (Simple Authentication and Security Layer) fur Postfix bereit
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Mailserver-Checks

e Basis-Check: MxToolbox.com

* Versand & Empfang:

smtp:mail.it-sec.ovh

220 mail.it-sec.ovh ESMTP Postfix (Debian/GNU)

Test

SMTP Reverse DNS Mismatch
SMTP Valid Hostname

SMTP Banner Check

SMTP TLS

SMTP Connection Time
SMTP Open Relay

SMTP Transaction Time

Result

OK
Ok
OK
OK

- 104.46.42 66 resolves to mail.it-sec.ovh
- Reverse DNS is a valid Hostname

- Reverse DNS matches SMTP Banner

- Supports TLS.

0.844 seconds - Good on Connection time

oK -

Mot an open relay.

3.110 seconds - Good on Transaction Time

o smtp

CheckTLS.com

echo Test | *F

mail --subject=ncgyrmpfbizs4 -r root@it-sec.ovh test@TestSender.CheckTLS.com

* Detailierte Analyse per Reply-Mail
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seconds
[@08.106]

[e@®.213]

CheckTLS.com

[e08.313]
[e@@.313]

Mail-Empfang =&

[e08.687]

Check

[e@a.726]
[e@8.745]

[e@®.745]
[e68.745]

[e@@.85

w

]

[e88.953]

FTootl occl

[088.353]~~>RCPT TO:<roc
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Tryving TLS on mail.it-sec.ovh[104.46.42.66] (10):

test stage and result
Connected to server

[e02.212]<--228 mail.it-sec.ovh ESMTP Postfix (Debian/aGNU)

We are allowed to connect

[e@@.213]-->EHLO checktls.com
[e@@.318]<--25@-mail.it-sec.ovh

25@-PIPELINING

25@-5IZE la24g@0
258-VRFY

258-ETRN

25@-5TARTTLS
25@-ENHANCEDSTATUSCODES
25@-8BITMIME

258 DSN

We can use this server

TLS is an option cn this server

[e@@.319]-->STARTTLS
[e@2.424]<--228 2.8.@ Ready to start TLS

STARTTLS command werks on this server

Cipher in use: ECDHE-RSA-AES256-GCM-SHA384

Connection converted to SSL

Certificate 1 of 3 in chain:

subject= /C=AT/CN=mail.it-sec.ovh/emailAddress=domain.admin@hitco.at

issuer= /C=IL/0=StartCom Ltd./0OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate Server CA
Certificate 2 of 3 in chain:

subject= /C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Class 1 Primary Intermediate Server CA
issuer= /C=IL/C=5tartCom Ltd. OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority

Certificate 3 of 3 in chain:

subject= /C=IL/O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority

issuer= /fC=IL/0O=StartCom Ltd./OU=Secure Digital Certificate Signing/CN=StartCom Certification Authority

Cert VALIDATED: ok

Cert Hostname VERIFIED (mail.it-sec.ovh = mail.it-sec.ovh)

[e@@.745]~~n>EHLO checktls.com
[@B@.852] <~~25@-mail.it-sec.ovh

250-PIPELINING

25a-5IZE laz4gaea
258-VRFY

25@-ETRN
25@-ENHANCEDSTATUSCODES
258-8BITMIME

258 DSN

TLS successfully started on this server

[e@@.853 ] ~~>MAIL FROM: <testf@checktls.com>

[e@@.959] <~~25@ 2.1.8 Ok

Sender is OK

D o ot e M E _ m=a-1 asddvace memmamstad




echo | *J
openssl s client -starttls smtp -connect mail.it-sec.ovh:25 -CApath /etc/ssl/certs

CDNNECTED(B@@BBBB3}

depth=2 C = IL, O = StartCom Ltd., QU = Securs Digital Certificate Signing, CN = StartCom Certification Authority
verify return:l

depth=1 C = IL, O = Startfom Ltd., QU = Secure Digital Certificate Signing, CN = StartCom Class 1 Primary
Intermediate Server CA

verify return:l

depth=8 C = AT, CH = mail.it-sec.ovh, emailfddress = domain.adminghitco.at
p e I l verify return:l

Certificate chain
@ s:/C=AT/CN=mail.it-sec.ovh/emailaddress=domain.adminghitco.at

[ ]
S ‘ | I e I It —Sta rtt ‘ S i:/C=IL/0=5tartCom Ltd. /0U=Secure Digital Certificate Signing/CH=5tartCcom Class 1 Primary Intermediate Server Ca
1 5 /C=IL/0=S5tartCom Lid. /0U=Secure Digital Certificate Signing/CH=StartCom Class 1 Primary Intermediate Server CAa
— ir/C=IL/0=5tartCom Lid./ 0U=Secure Digital Certificate Signing/CN=StartCom Certification authority

Server certificate

----- BEGIN CERTIFICATE-----
MITIHPTCCBiWgAwIBAgIHBmgqakaY, JANEgkghkiGoweBAQsFADCEDELMAKGAIUE

QIT7ZmptdusbajHzQPpoH/ WHOUMRbxCXbAgxHe14Y gwB
----- END CERTIFICATE-----

subject=/C=AT/CN=mail.it-sec.ovh/emailAddress=domain.admin@hitco.at
issuer=/C=IL/0=5tartCom Ltd./OU=Secure Digital Certificate Signing/CN=5tartCom Class 1
Primary Intermediate Server CA

Mo client certificate CA names sent

55L handshake has read 4492 bytes and written 456 bytes

Mew, TLSv1/55Lv3, Cipher is ECDHE-RSA-AES256-GCM-SHA3B4

Server public key is 4896 bit

Secure Renegotiation IS supported

Compression: MOME

Expansion: MNOME

55L-Session:
Protocol : TLSv1.2
Cipher : ECDHE-RSA-AES256-GCM-5HAZS4
Session-ID: A3BA301FFBACI95F78497772A85DERSE7530BASBCIAAFARTBOFSASDAZDIERT AL
Session-ID-ctx:
MEI Ster" - KE}-’ - S5A34269HZED3I11ALSGGEEDSSBECLIZDDETSDEDTSECEAFDAEDOBIZFCIZDFFOEBEBALBBACI0EAESCGTCDEBZ2BCAET 349F LOF
Kev-Arg * Mone
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Prifung: DH-Parameter, 2048bit ?

openssl version
OpenSSL 1.0.2d 9 Jul 2015

echo | +
openssl s client -starttls smtp -cipher "EDH" -connect mail.it-sec.ovh:25

Peer signing digest: SHAS512
Server Temp Key: DH, 2048 bits

Server public key is 4096 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : DHE-RSA-AES256-GCM-SHA384
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DANE-Check

* PostTLS-Finger

* Mail-Empfangs-
Check

posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:

posttls-finger -f -1 dane -L summary it-sec.ovh
Connected to mail.it-sec.ovh[104.46.42.66]:25

< 220 mail.it-sec.ovh ESMTP Postfix (Debian/GNU)
EHLO mail.it-sec.ovh

250-mail.it-sec.ovh

250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-STARTTLS

250-ENHANCEDSTATUSCODES

250-8BITMIME

250 DSN

STARTTLS

< 220 2.0.9 Ready to start TLS

Verified TLS connection established to mail.it-sec.ovh[104.46.42.66]:25:

VA A A A A A A A A Y

TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits)

posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:
posttls-finger:

> EHLO mail.it-sec.ovh
250-mail.it-sec.ovh
250-PIPELINING
250-SIZE 10240000
250-VRFY

250-ETRN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

QUIT

221 2.0.0 Bye

AWV A A A AN A A A
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DANE-Empfangs-Check: dane.sys4.de

Summary
Report created Sun, 25 Oct 2015 23:01:02 +0000 @JSON 2 Refresh
Certificates @ Protocol DANE @
Trustworthy Secure WValid

The mailservers of it-sec.ovh can be reached through a secure connection.

Servers

Incoming Mails

These servers are responsible for incoming mails to @it-sec.ovh addresses.

Hostname / IP address Priority STARTTLS Certificates Protocol

mail it-sec_ovh 10 supported v mail it-sec_ovh + DANE® + valid TLSw1.2 7 minutes ago

104.46.42 66 PFS® v supported TLSv1.1 11.0s
Heartbleed ® + not vulnerable TLSv1.0

Weak ciphers + nof found
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Host TLS Version & Cipher

mail.it-sec.ovh (104.46.42 66) TLSv1.2 AECDH-AES256-SHA v vor 13 Stunden
Zertifikate

We ite re D eta i ‘ S mail.it-sec.ovh Zuerst gesehen: vor 12 Stunden

Zertifikatskette
dane. SYS 4.de

t StartCom Class 1 Primary Intermediate Server CA
2546 Tagen verbleibend 2048 bit sha256WithRSAEncryption

sha256\WithRSAEncry ption

t StartCom Certification Authority (Zertifikat ist selbst signiert.)
7632 Tagen verbleibend 4096 bit sha256WithRSAEncryption

Subjekt
Land (C) AT =
Common Name (CN) mail.it-sec_ovh
E-Mall domain admin@hitco_at
Alternative Namen mail.if-sec.ovh

it-sec.ovh

DANE

DMNS-based Authentication of Named Entities (DANE) ist ein Protokoll um X.509-Zertifikate mit TLSA-Eintragen im DNS zu verknlpfen und per
DNSSEC abzusichern.

Name Options DNSSEC Matches

_25__tcp.mailit-sec.ovh DAME-EE: Domain Issued Certificate  Use subject public key SHA-256 Hash + qiiltig v giiltig
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Mailserver Check: Versand mit DANE

* Gegenstelle mit DANE Unterstltzung erforderlich, z.B.: posteo.de

echo Testmail | sendmail Testmail-test@posteo.de

tail -f /var/log/mail.log
Oct 26 12:30:10 Sec-NS2 postfix/smtp[2086]:
Verified TLS connection established to mx©2.posteo.de[89.146.194.165]:25: TLSv1l.2 with
cipher ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits)

Oct 26 12:30:12 Sec-NS2 postfix/smtp[2086]:

1601920723: host mx02.posteo.de[89.146.194.165] said:

450 4.1.1 <Testmall-test@posteo.de>: Recipient address rejected: unverified address:
Recipient address lookup failed (in reply to RCPT TO command)

Trusted TLS connection established to mx@0.emig.gmx.net[212.227.15.9]:25: TLSv1l.2 with
cipher DHE-RSA-AES256-GCM-SHA384 (256/256 bits)

Anonymous TLS connection established to mx1l.bmlv.gv.at[193.171.152.59]:25: TLSv1l.2 with
cipher ADH-AES256-GCM-SHA384 (256/256 bits)
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Servertyp: IMAP

Servern mail.it-sec.ovh Port: 903> Standard: 993

Benutzername: | gunnar

IMAP S, POP3S Test Sicherheit und Authentifizierung

Verbindungssicherheit: 55L/TLS o

il Posteingang - gunnar@it-sec....
Datei Bearbeiten Ansicht Mawigation MNachricht Termine und Aufgaben atrust Enigmail Extraz  Hilfe Jﬂ'-gthentlﬁzlerungEmEth':'dE: PEEEWDH:'. nDrmaI =
& Abrufen = # Verfassen ~ B Chat & Adressbuch ® Schlagwarter * | @ Schnellfilter Suchen... <5trg .- - —_
45| gunnar@it-sec.ovh 6 -’.\| o & & 9 & Liste filte <5tro+Umschali+K s L2

a .

i PSR TE, t ok @ Von Betreff ** & Datum - B

Tests Gunnar Haslinger Re: Testnachricht 17:58

|| Entwiirfe

JH; Gesendet

) Junk

2] Papierkorb 4 Antworten = Weiterleiten Archivieren @ Junk @ Laschen  Mehr = -
4 8 | okale Ordner Yen Gunnar Haslinger <gunnar.haslinger@grmail.com:

5] Entwirfe Betreff Re: Testnachricht 17:58

JH; Mewsbeitrige

An Gunnar Haslinger (it-sec.ovh) <gunnar@it-sec.ovh>

b & Archiv (*2)
1] Papierkorb

#-original-to gunnar@it-sec.ovh

received from mail-If0-f30.google.com (mail-If0-f30.geogle.com [209.83.215.30]) (using TLS1.2 with cipher ECDHE-RSA-AES128-

L Pestausgang GCM-5HAZ56 (128/128 bits)) (Mo client certificate requested) by mail.it-sec.ovh (Postfix) with ESMTPS id 8EA4B215B1 for

4|i=| News-Feeds <gunnar@it-sec.ovh=; Meon, 26 Oct 2015 17:38:22 +0100 (CET)
b'_‘%"’ﬁmhi"{ angekommen =
=/ Papierkorb
(¥ cHiP.DE Am 26. Oktober 2015 um 17:56 schrieb Gunnar Haslinger (it-sec.ovh) <gunnar@it-sec.ovh>:
Debian-Sicherheit Dies ist eine Testnachricht von Gunnar am IT-Sec Server.
A DiePresse.co..S5chlagzeilen
fz futurezone.ORFat (52) Ig,
m Golem.de Gunnar
Handelsblatt.com
(# heise online News (146) R -

&

Ungelesen: 0 Gesamt: 1 [Z%] Tagesplan A
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@ sec-nsd.cloudapp.net - PuTTY

(via sockets except TLS 1.2 and SPDY/NPN)

SSLv2 not offered (OK)
SSLv3 not offered (OK)

TLS 1 offered
° TLS 1.1 offered
TLS 1.2 offered (0K)
e S . S C r | p SPDY /NPN not offered

wget -gq https://testssl.sh/testssl.sh
wget -gq https://testssl.sh/mapping-rfc.txt

chmod 755 ./testssl.sh

./testssl.sh mail.it-sec.ovh:993
./testssl.sh mail.it-sec.ovh:995

B sec-ns2.cloudapp.net - PUTTY — O >

TLS server extensions server name, renegotiation info, EC point formats, n ti , heartbeat

Session Tickets RFC 5077 300 seconds

Server key size bit

Signature Algorithm

Fingerprint / Serial SHA1l FB46CCY
SHA256 91BAZ2

Common Name (CN) mail.it-sec.

subjectAltName (SAN) mail.it-sec.

Issuer

EV cert (experimental)

Certificate Expiration

# of certificates provided

@ sec-ns2.cloudapp.net - PuTTY

Has server cipher order? yes (0K)

Negotiated protocol TLSv1.2

Negotiated cipher ECDHE-RSA-AE5128-GCM-5HA256
Cipher order

Certificate Revocation List http://crl.s TLSv1: ECDHE-RSA-AES128-SHA DHE-RSA-AES128-SHA AES128-SHA ECDHE-RSA-AES256-SHA DHE-RSA-AES256-SHA AES256-SHA
0C5P URI http://ocsp. TLSv1.1: ECDHE-RSA-AES128-SHA DHE-RSA-AES128-SHA AES128-SHA ECDHE-RSA-AES256-SHA DHE-RSA-AES256-SHA AES256-SHA
OCSP stapling not offered TLSv1.2: ECDHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-RSA-AES128-SHA DHE-RSA-AES128-GCM-SHA256 DHE-
TLS timestamp random valueRSA-AES128-SHA256 DHE-RSA-AES128-SHA AES128-GCM-SHA256 AES128-SHA256 AES128-SHA ECDHE-RSA-AES256-GCM-SHA384 ECDHE-RSA-A

ES256-SHA384 ECDHE-RSA-AES256-SHA DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA AES256-GCM-SHA384
. . I . |AES256-SHA256 AES256-SHA
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Web-Mail

Apache, PHP, MySQL, RoundCube WebMail
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Plattform: LAMP-Stack auf Debian 8.2

* Apache 2.4.10
* Mod SSL
* Mod Headers
* Mod Rewrite

e PHP 5.6.13
* MySQL 5.5.46
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Apache: SSL-Konfiguration

* Cipher-String: Anlehnung an BetterCrypto.org, jedoch selbst gebaut

* Inkonsistenzen im BetterCrypto-Guide , CipherString B aufgedeckt

e Zertifikat + Chain konfiguriert

e OCSP-Stapling aktiviert

 HTTP Strict Transport Security (HSTS)

e HTTP Public Key Pinning (HPKP) — Kapitel (von mir) nun in BetterCrypto enthalten
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SSLEngine on

SSLProtocol All -SSLv2 -SSLv3
SSLHonorCipherOrder On
SSLCompression off

A p dC h e SSLUseStapling on

Header always set Strict-Transport-Security "max-age=15724800 ; includeSubDomains"”

VHOSt
Header always set Public-Key-Pins

-f' "pin-sha256=\"pG3WsstDsTMkRAF3hBC1XRKYXxxKUJIOu8DwabG8MFru=\";

C O n I g pin-sha256=\"5C8kvU@39KouVrl52D0eZSGf40njod4Khs8tmyTlV3inu=\";
pin-sha256=\"189r5g0BAe/9ubBIuTxriW5phV0O81v7cBvXxK/evFhXw=\";
max-age=7776000; +
report-uri=\"https://report-uri.io/report/866c4f253035d817119b9401f6116434\""

LUT

SSLCipherSuite '-ALL:ECDH+aRSA+AES:DH+aRSA+AES:aRSA+kRSA+AES:+AES256"

SSLCertificateFile /etc/ssl/certs/mail.it-sec.ovh.crt
SSLCertificateKeyFile /etc/ssl/private/it-sec.ovh.key
SSLCertificateChainFile /etc/ssl/certs/startssl.chain.classl.server.crt
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Cipher-Suite: BetterCrypto ,,CipherString B”

* Enthalt Camellia

* Priorisiert DH gegentber ECDH

* Praferiert AES256 gegenlber AES128
* Unterstutzt keine Java 1.7 Clients

* Ist sehr lang:

openssl ciphers -v 'EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:
EECDH+aRSA+SHA256: EECDH: +CAMELLIA128:+AES128:+SSLv3:!aNULL: 'eNULL: 'LOW: ! 3DES: 'MD5:
TEXP:!PSK:!DSS:!RC4:!SEED: !IDEA: 'ECDSA:KEDH:CAMELLIA128-SHA:AES128-SHA'

Lt

* Mein Cipher-String:

Resultat: '-ALL:ECDH+aRSA+AES : DH+aRSA+AES : aRSA+kRSA+AES : +AES256
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openssl ciphers -v '-ALL:ECDH+aRSA+AES:DH+aRSA+AES:aRSA+kRSA+AES:+AES256"
ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD
ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256
ECDHE-RSA-AES128-SHA SSLv3 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA1l
DHE-RSA-AES128-GCM-SHA256  TLSv1l.2 Kx=DH  Au=RSA Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-SHA256 TLSv1.2 Kx=DH  Au=RSA Enc=AES(128) Mac=SHA256
DHE -RSA-AES128-SHA SSLv3 Kx=DH  Au=RSA Enc=AES(128) Mac=SHA1l
AES128-GCM-SHA256 TLSv1l.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD
AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256
AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA1l
ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD
ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384
ECDHE-RSA-AES256-SHA SSLv3 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA1l
DHE-RSA-AES256-GCM-SHA384  TLSv1l.2 Kx=DH  Au=RSA Enc=AESGCM(256) Mac=AEAD
DHE-RSA-AES256-SHA256 TLSv1l.2 Kx=DH  Au=RSA Enc=AES(256) Mac=SHA256
DHE -RSA-AES256-SHA SSLv3 Kx=DH  Au=RSA Enc=AES(256) Mac=SHA1l
AES256-GCM-SHA384 TLSv1l.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD
AES256-SHA256 TLSv1l.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256
AES256-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA1l
ECDH = Ephemeral Elliptic curve Diffie-Hellman
EDH = Ephemeral Diffie-Hellman
GCM = Galois-Counter-Mode realisiert AEAD = Authenticated Encryption with Associated Data
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Android 4.3 TLS 1.0 TLS ECDHE RSA WITH AES 128 CBC SHA FS 128

Cl ie nt Android 4.4.2 TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM SHA256 FS 128
Android 5.0.0 TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM _SHA256 FS 128

Kom pat| b|||tat Chrome 43/0S X R TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM_ SHAZ256 FS 128
Firefox 31.3.0 ESR/Win 7 TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM SHAZ256 FS 128

Firefox 39/ OS X TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM_ SHAZ256 FS 128

. IE6/XP Protocol or cipher suite mismatch Fail3

Test mit IE 7 / Vista TLS 1.0 TLS ECDHE_RSA WITH AES 128 CBC SHAFS 128
IE 8/ XP Incorrect certificate because this client doesn't support SNI Fail2

Qualys SSL Labs | g 8-10 / Win 7 R TLS1.0 TLS ECDHE RSA WITH AES 128 CBC SHA FS 128
IE11/Win7 R TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

IE 11/ Win 8.1 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

IE 10 / Win Phone 8.0 TLS 1.0 TLS ECDHE RSA WITH AES 128 CBC SHAFS 128

IE 11/ Win Phone 8.1 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

IE 11 / Win Phone 8.1 Update TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

Edge 12/ Win 10 (Build 10130) TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM _SHAZ256 FS 128

Java 6u45 Incorrect certificate because this client doesn't support SNI Fail2

Java 7u25 TLS 1.0 TLS ECDHE RSA WITH AES 128 CBC SHAFS 128

Java 8u31 TLS 1.2 TLS ECDHE RSA WITH AES 128 GCM_ SHAZ256 FS 128

Safari 5.1.9/0S X 10.6.8 TLS 1.0 TLS ECDHE RSA WITH AES 128 CBC SHAFS 128

Safari 6 /iOS 6.0.1 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

Safari 6.0.4 / OS X 10.8.4 TLS 1.0 TLS ECDHE RSA WITH AES 128 CBC SHAFS 128

Safari 7 /i0S 7.1 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

Safari 7/ 0S X 10.9 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

Safari 8 / iOS 8.4 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128

Safari8/0S X 10.10 TLS 1.2 TLS ECDHE RSA WITH AES 128 CBC SHA256 FS 128
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Internet Protocol version 4, src: 104.46.42.66 (104.46.42.66), Dst: 10.1.1.3 {10.1.1.3)
Transmission Control Protocol, S5rc Port: 443 (443), Dst Port: 54742 (54742), Seq: 4097, Ack: 216, Len: 1460
[2 Reassembled TCP Segments (1626 bytes): #160(646), #176(980)]
Secure Sockets Layer
= TL5v1.2 Record Layer: Handshake Protocol: Certificate status
Content Type: Handshake (22)
Versijon: TLS 1.2 (0x0303)
Length: 1621
= Handshake Protocol: Certificate Status

OCS P Handshake Type: Certificate status (22)
Length: 1617

Certificate status Type: 0OCSP (1)
. = Certificate Status
Sta p | I n g Certificate status Length: 1613
= OCSP Response
responsestatus: successful (0)
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
= BasicOCSPResponse
= thsResponseData

Onllne Certlflcate = responderID: byName (1)

# byName: 0
Status PrOtOCO| (OCSP) producedat: 2015-10-31 16:14:00 (UTC)
= responses: 1 item
= SingleResponse
= certID
1 _ ® hashalgorithm (sHA-1)
Response m TLS HandShake issuerNameHash: 6568874f40750T016a3475625el1f5c93e5a26d58
issuerkeyHash: eb4234d098b0ab9ff41b6b08f7cchd42eefle2cds
# certStatus: good (0)
thisupdate: 2015-10-31 16:14:00 (UTC)
nextUpdate: 2015-11-02 16:14:00 (UTC)
# signaturealgorithm (shawithrRsAEncryption)
Padding: O
signature: 9f1f8b84198a3b538ab096bacf621e8f5hbl82afce3bdbalc. ..
H certs: 1 item

0 Y &
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HTTP Strict Transport Security (HSTS)

e Sorgt fur das ,,+“ beim SSLLabs.com WebServer TLS-Check

a2enmod headers
vi mail.it-sec.ovh_ssl.conf

# 1/2 Jahr HSTS header (60*60*24%182=15724800sek), inklusive Subdomains
Header always set Strict-Transport-Security "max-age=15724800 ; includeSubDomains™
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https://www.ssllabs.com/ssltest/

HTTP Public Key Pinning (HPKP) als Erganzung zu DANE

* DANE fir WebSites (HTTPS) moglich aber nicht gebrauchlich
* Trust on First Use (TOFU) Prinzip
* Base64 encodierter Hash des Public-Key des Zertifikates

* Cert PubKey-Pinning
* CA PubKey Pinning
* Reserve-Key!

a2enmod headers

vi mail.it-sec.ovh ssl.conf

# HTTP Public Key Pinning fiur Zertifikat (HPKP), 9@ Tage (60*60%*24%*90=7776000)

# mail.it-sec.ovh.crt PubKey = pG3WsstDstfMkRAF3hBC1XRKYxxKUJIOu8DwabG8MFrU=

# StartCom Certification Authority: "5C8kvU@39KouVrl52D0eZSGf40njod4Khs8tmyT1V3nU="

# zweiter Backup-Key: "i89r5g@BAe/9ubBIuTxrW5phV081v7cBvXxK/evFhXw="

Header always set Public-Key-Pins t
"pin-sha256=\"pG3WsstDsfMkRdF3hBC1XRKYxxKUJIOu8DwabG8MFrU=\"; <
pin-sha256=\"5C8kvUB39KouVrl52D0eZSGf40njod4Khs8tmyT1V3nU=\";
pin-sha256=\"189r5g0BAe/9ubBIuTxriW5phV081v7cBvXxK/evFhXw=\"; <
max-age=7776000;
report-uri=\"https://report-uri.io/report/866c4f253035d817119b9401f6116434\";"
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HTTP Public Key Pinning — Hash erzeugen

openssl x509 -in mail.it-sec.ovh.crt -pubkey -noout | 7

Y OpenSSL OEJEF:ISS]. rsa -pubin -outform der | openssl dgst -sha256 -binary | openssl enc -base64
writing RSA key

pG3WsstDsTMkRAF3hBC1XRKYxxKUJIOu8DwabG8MFrU=

openssl rsa -in it-sec.ovh.backup.key -pubout -outform der+
| openssl dgst -sha256 -binary | openssl enc -base64
writing RSA key
189r5g0BAe/9ubBIuTxriWSphVO81v7cBvXxK/evFhXw=

° We bSe rvice https://mail it-sec.ovh
https://report-uri.io

Here is your PKP hash for mail.it-sec.ovh: pin-sha256="pG3WsstDsfMkRdF3hBCIXRKYxxKUJIOu8DwabGEMFruU="

Here is your PKP hash for StartCom Certification Authority: pin-sha256="5C8kvU039KouVrl52D0eZSGf40njodKhs8tmyTIVInU="

Here is your PKP hash for StartCom Class 1 Primary Intermediate Server CA: pin-sha256="kbéxLprt35abNn5sn74myd4Dkfya9arbk5zN5a60YzuqE="

Here is your PKP hash for StartCom Certification Authority: pin-sha256="5C8kvU039KouVrl52D0eZSGf40njodKhs8tmyTIV3nU="
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https://report-uri.io/home/pkp_hash/

Prifung:
HT TP Key Pinning
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s Analyse Your PKP Policy ®

C' | 8 https://report-uri.io/home/pkp_analyse/ oo

Home > Tools > HPKP Analyser

Analyse your HPKP policy

Link to these results

Public Key Pins (https://mail.it-sec.ovh/)

Valid Pin - pG3WsstDsfMkRAF3hBCIXRKYxxKUJIOu8DwabG8MFrU=

Valid Pin - 5C8kvU039KouVrI52D0eZSGf40njo4Khs8tmyTIV3nU=

7

Backup Pin - i89r520BAe/9ubBIuTxrW5phVO8Iv7 cCBvXxK/evFhXw=

Max Age - This is how leng the browser will cache the pins.

Report URI - This is where the browser will send violation reports.

RBP




RoundCube Webmail

* Download (Sourcen) von SourceForce (kein Paket fur Debian 8.2 im Repo)
* Einrichtung mit Web-Installer gemals Doku ~ e==ee e
* Greift Uber LocalHost auf IMAP zu |
* Versand: Nutzt Postfix Gber LocalHost

* Adressbuch & User-Settings: mySQL-DB

* Straight Forward, siehe Doku
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« C' | 8 https://mail.it-sec.ovh/?_task=mail&_mbox=INBOX i > EE =

Uber Support

. W E_Mai [ ] .
roundcube Eed E-Mail &, Adressbuch ﬁ Einstellungen
— - 4 = i —p =
4= DAY .& s‘ -~ Ba . u _i, sew Alle = Q-
Aktualizsieren  Schreiben Antworten  Allen antweo... Weiterleiten  Léschen Markiersn Mehr
RO u n d < u b e c\= Posteingang . Von Betreff % Datum 4  GroBe ™|
B Tests
. 5;,* Entwiirfe Gunnar Haslinger Re: Testnachricht 2015-10-30 22:59 3 KB
e a I Gunnar Haslinger test 2015-10-30 23:00 2 KB
Lty Gesendet
Gunnar Haslinger Test 2015-10-31 21:46 2 KB
B Spam i
k] =pam Gunnar Haslinger test 2015-10-31 22:09 2 KB
W Geloscht Gunnar Haslinger test 2015-10-31 22:10 2 KB
Gunnar Haslinger (it-sec.ovh) test 2015-10-31 22:11 819 B
-
E o Auswahl | = Konversationen | = Machrichten 1 bis 12 von 12 ‘ . b 3 Ed
v Re: Testnachricht m = & | (|- o=
Von  Gunnar Haslinger Datum  2015-10-26 17:58 =
angekommen
Am 26, Oktober 2015 um 17:56 schrieb Gunnar Haslinger (it-sec.ovh) <gunnar@it-sec.ovh=:
Dies ist eine Testnachricht von Gunnar am IT-Sec Server.
lg,
Gunnar
fﬂ"\-
s -
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e https:/www.ssllabs.com/ssltest/analyze htmlTd=mail.it-sec.ovh L-ad S5L Server Test: mail.it-sec.... "_"_" ‘,,’

@ QUAI—YS. SSL LABS Home  Projects Qualys.com  Contact

You are here: Home = Projects » SSL Server Test = mail.it-sec.ovh

SSL Report: mail.it-sec.ovh (104.46.42.66)
C h e C kS * Assessed on: Fri, 16 Oct 2015 12:25:36 UTC | Clear cache Scan Another »
Summary

Qualys SSL Labs N
SSLLabs.com S

Key Exchange

100

100

Cipher Strength 90

[1=]
2h

-]
]

20 40 50 20

[-
[=

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

This server supports TLS_FALLBACK_SCSV to prevent protocol downgrade attacks.

This server supports HTTP Strict Transport Security with long duration. Grade set to A+, MORE INFO »
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Qualys
SSL Labs

* Server-Zertifikat
4096bit RSA
SHA256

OCSP verflgbar

Server Key and Certificate #1

Common names
Alternative names

Prefix handling

mail it-sec_ovh
mail.it-sec_ovh it-sec.ovh

Mot required for subdomains

Sat, 08 Oct 2016 11:45:46 UTC (expires in 11 months and 29 days)

Valid from Thu, 08 Oct 2015 13:25:42 UTC
Valid until
Key RSA 4096 bits (e 65537)

Weak key (Debian)

Issuer

Mo

StartCom Class 1 Pnmary Intermediate Server CA

Signature algorithm

SHA256withRSA

Extended Validation
Certificate Transparency
Revocation information
Revocation status

Trusted
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No

MO

CRL, OCSP

Good (not revoked)

Yes



Protocols

TL5 1.2 Yes
TLS 11 Yes
TLS 1.0 Yes

55L3 MNo

Qualys SSL Labs s

Cipher Suites (S5L 3+ suites in server-preferred order; deprecated and 55L 2 suites at the end)

* Protokolle

TLS_ECDHE_RSA _WITH_AES_128_GCM_SHA256 (0xc02f) ECDH 258 bits (eq. 2072 bits RSA) FS 128

° C . h S .t TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ56 (0xc027) ECDH 256 bits (eq. 3072 bits RSA) FS 125
I p e r u I e S TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH 258 bits {eq. 3072 bits RSA) FS 125
TLS _DHE_RSA_WITH_AES 128 GCM_SHA256 (0x%92) DH 4006 bits (p: 512, g: 1, ¥=: 512) FS 128

TLS_DHE_RSA_WITH_AES_128_CBC_SHAZ56 (0x&7) DH 4006 bits (p: 512 g: 1, vs: 511} FS 128

TLS_DHE_RSA_WITH_AES 128 _CBC_SHA (0=x33) DH 4006 bits (p: 512 - 1, ¥=: 512) FS 128

TLS_RSA_WITH_AES_128_GCM_SHAZ256 (0xsc) 128

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 125

TLS_RSA_WITH_AES_128_CBC_SHA (0x2£) 128

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH 258 bits (eq. 2072 bits RSA) FS 256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3B4 (0xc0Z8) ECDH 258 bits {eq. 3072 bits RE4) FS 256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH 256 bits (eq. 3072 bits RSA) FE 256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x5f) DH 4006 bits (p: 512, g- 1. ¥=: 512) FS 256

TLS_DHE_RSA_WITH_AES_256_CBC_SHAZ256 (0x6b) DH 4006 bits (p: 512. g: 1, ¥=: 512} FS 256

TLS_DHE_RSA_WITH_AES 256 CBC_SHA (0=x39) DH 4006 bits (p: 512, g- 1, ¥s: 512} FS 256

TLS_RSA_WITH_AES_256_GCM_SHA384 (0xad) 256

TLS_RSA_WITH_AES_256_CBC_SHAZ256 (0x3d) 256

TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
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Qualys SSL Labs

* Protokoll Details

* OCSP Stapling aktiviert

* HTTP Strict Transport Security
e HTTP Public Key Pinning

e Sichere Cipher-Suiten

 Nur TLS, kein SSL aktiv
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Protocol Details

Secure Renegotiation

Secure Client-Initiated Renegotiation

Insecure Client-Initiated Renegotiation

BEAST attack

POODLE (S5Lv3)

POODLE (TLS)

Downgrade attack prevention
SSLTLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)

OpenS5L CCS vuln. (CVE-2014-0224)

Forward Secrecy

Mext Protocol Negotiation (NPMN)
Session resumption (caching)
Session resumption (tickets)
OCSP stapling

Strict Transport Security (HSTS)

Public Key Pinning (HPKP)

Long handshake intolerance

TLS extension intolerance

TLS version intolerance

Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse

SSL 2 handshake compatibility

Supported

Mo

No

Mot mitigated server-side (more info) TLS 1.0: oxc012
Mo, 551 3 not supported (more info)

Mo {more info)

Yes, TLS_FALLBACK_SCSV supported (more info)
Mo

MNo

Yes

Mo {more info)

Mo {more info)

With modern browsers (more info)

Mo

Yes

Yes

Yes

Yes max-age=15724800 ; includeSubDomsains

¥Yes pin-sha256="pG3WsstDsMkRAFZhBCIXRIY otUN DUt DwabGEMFrU="; pin-
sha258="8C8kvLI038Kou\ 5200 SGHONjod Khs Bty TIVInU="; max-age=7778000; report-

uri="https:/freport-un iofreport! 3660425 30354817 1190840 1f8118434™, includeSubDomains
Mo
No
Mo
No
Mo
No

Yes




& Roundcube Webmail = Wi... x4

| 4= @ https)//mailit-secovh i c Suchen

w,_j%ﬁ Connection Certificates Domains

- = mail.it-sec.ovh 104.46.42 .66
A-Sit
F I refox P | U g | N & Trusted TLS connection

TLS Version TLS1.2

Forward Secrecy W

Cipher Suite TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ56
key Exchange Ephemeral Elliptic Curve Diffie-Hellman
Authentication RSA
Bulk cipher 128 bits AES-GCM
HMALC SHA-256

Anmelden

Strict Tramsport Security
(HETS)

E
(=]
i
1]

[i]=]
m
1]
=
[Ny ]

J
=]
|
[=a]
[xn]
[xa]

3 includesubDomains

Public Key Pinning

max-age=77 7688
(HPKP) v -

Roundcube Webmail » Support
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(GUnNar — O X
spw DANE Validator by SIDN | X

C' & https://check.sidnlabs.nl/dane/ oy ), 3 N E =
SIDN Labs @%@w \abs
\nnovation '

HTTPS —
DANE Check

VERIFY A DANE TLSA RECORD

Website Name mail.it-sec.ovh

VERIFY TLSA

104.46.42 66 dane-validated successiully
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DNSSec
&
DANE

Validator
Plugln
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& Roundcube Webmail = Wi, % =
o | €= | @ https://mail.it-sec.ovh

mailit-sec.ovh

Gesichert durch DNSSEC

Lhe s () c Suchen

Cer Domanenname mail.it-sec.ovh ist korrekt durch DMSSEC

gesichert,

Die zu diesem Domadnennamen angehdrige [P-Adresse war mit
DNSSEC dberpraft und bestatigt, Diese Domane ist durch

DMS5EC gesichert, sie sind somit gegen DMN5-5poofing

gesichert.

Jum Plugin Homepage fur weitere Informationen

€ & htips)//mailit-secovh P i O

s https://mail.it-sec.ovh
Zertifikat entspricht TLSA

Das Serverzertifikat fir diese Domane wurde durch DANE
Protokoll bestdtigt. Das Zertifikat entspricht dem durch DNS5EC
gesicherten TLSA Eintrag.

Die Vertrauenswirdigkeit des TLS/55L Serverzertifikat wurde
durch DANE Protokell bestatigt. Das Zertifikat entspricht dem
EE Zertifikat im TLSA Eintrag (Typ 3). Der erhaltene TL5A Eintrag
ist durch DM5S5EC gesichert.

Zum Plugin Homepage fur weitere Informationen

ndcube @

c Suchen

¥ & hitpsy/mailit-secovh &Wa

e https://mail.it-sec.ovh
Zertifikat entspricht nicht TLSA
Das Serverzertifikat fir diese Domane konnte nicht durch DAME

Protokell bestatigt werden, Das Zertifikat entspricht nicht dem
durch DM55EC gesicherten TLSA Eintrag.

Die Vertrauenswirdigkeit des TLS/55L Serverzertifikat konnte

nicht durch DAME Protokoll bestdtigt werden, Das Zertifikat
entspricht nicht dem EE Zertifikat im TLSA Eintrag (Typ 3). Der
erhaltene TL5A Eintrag ist durch DMS5EC gesichert. |



Sicherer E-Mail-Dienste-Anbieter

basierend auf

Domain Name System Security Extension (DNSSec)

&
DNS-based Authentication of Named Entities (DANE)

Paper als Download (PDF): https://hitco.at/blog

https://hitco.at/blog/sicherer-e-mail-dienste-anbieter-dnssec-dane/



https://hitco.at/blog
https://hitco.at/blog/sicherer-e-mail-dienste-anbieter-dnssec-dane/

Quellen

* Abbildungen siehe Abbildungsverzeichnis sowie Literaturverzeichnis

im zugehorigen Dokument:
,Sicherer E-Mail-Dienste-Anbieter (DNSSec+DANE) HowTo.pdf“

Besonderer Dank an:

* SBA Research, insbesondere Aaron Zauner

* Heise-Verlag

* BetterCrypto.org

e Acidx’s Blog — Markus Klein

* University Amsterdam

* Und allen anderen Quellen (siehe o0.a. Dokument)
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